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FOREWORD
The fight is on to determine the internet’s future. Some have argued
the world is heading toward a “splinternet,” with the United States
championing an open internet while China and Russia dominate a
more regulated internet. Still others believe that authoritarian countries are unlikely to cut themselves off from the global internet and will
thus focus on controlling most of the content that enters their borders.
Although the contours are up for debate, the nature of the internet is
clearly changing, and national governments are increasingly intervening to determine what data is allowed to flow within their borders, what
data can be collected on their citizens, and where that data can be stored.
Within this context, Robert K. Knake, a senior fellow for cyber
policy at the Council on Foreign Relations, looks at how the United
States can best preserve its interests on the internet. Unless the United
States puts forward a compelling vision that can compete with the Chinese and Russian model and gets its allies to sign on, Knake concludes
that China will dominate the global internet. This would be a world in
which an internet that limits privacy, promotes censorship, and supports the surveillance state is more common than not.
Knake argues the best path for the United States is to work with its
democratic partners (i.e., its allies) to embed their values within digital
trade, linking digital trade with promoting an open internet. The way to
do so is to form a digital trade zone that ties the adoption of democratic
values online to access to digital markets. This would entail negotiating
a digital trade agreement that sets common standards and practices and
excludes those countries that do not abide by these standards. To put it
bluntly, Knake calls on the United States to weaponize its digital trade
relationships to create a system that promotes its preference for internet governance. The United States and its like-minded partners would,
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in essence, be forcing countries to choose between maintaining access
to their markets or embracing China’s model.
Knake provides a road map for establishing this digital trade zone,
recommending that the United States and other members build upon
recent free trade agreements to set rules of the road on digital trade
and data localization. Importantly, members would agree to establish
privacy protections for all citizens of member states. Members would
also introduce tariffs on digital goods from nonmember states, jointly
sanction nonmembers that participate in banned activities, invest in an
effort to improve global cyber hygiene and cybersecurity, and pledge
not to conduct signals intelligence on other members or interfere in
their democratic processes.
Provocatively, Knake calls for members of this trade zone to end
their reliance on nonmembers for hardware and software with national
security implications. Such a “democratic digital supply chain,” as he
terms it, would further incentivize countries to join the bloc. Interestingly, faced with the prospect of being excluded from a large digital trade
zone, China could also be pressured to change its behavior. In order for
this plan to work, members would have to collaboratively introduce a
degree of industrial planning to ensure all of the most important technologies can be produced within the bloc. Although industrial planning
of any sort might be anathema to many members—including the United
States—calls to decouple the United States from China in strategic
areas have increased in recent years and have intensified in the wake of
the COVID-19 pandemic, making such a policy proposal timely.
Knake makes a persuasive case for the United States to use more of
the tools in its arsenal—from tariffs to sanctions and market access—to
promote its interests and values on the internet. As he rightly notes, it
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is probably no longer realistic to work toward an internet that is both
open and global. Instead, he asserts the United States should respond
to the challenge that China presents in internet governance and focus
on working with allies to preserve an open internet that connects the
digital economies of democratic countries.
In its recommendations, this report demonstrates that one of America’s most important advantages over China and Russia is its network
of allies. Promoting an alternative internet governance model would be
much more difficult, more likely impossible, without these like-minded
allies and partners. I imagine some (especially the most ardent free traders) could disagree with a few of the policy prescriptions in this report.
Nonetheless, marrying digital trade with internet governance is a bold
new idea that deserves serious consideration.
I end with one additional thought. Knake’s partner- and ally-centric
approach to internet governance lends itself to other global challenges,
including climate change. It already exists in the trade realm. The goal
may be global (i.e., universal governance), but requiring a global consensus as has been the case in World Trade Organization negotiations and
previous climate talks is a recipe for failure or at most modest accomplishment. The alternative of working with like-minded countries can
lead to an acceptable outcome and, with the passage of time, one that
forms the basis for a more universal approach.
Richard N. Haass
President
Council on Foreign Relations
September 2020
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INTRODUCTION
The global internet is splitting apart. China, Russia, and other authoritarian regimes are working to limit what information flows in and
out of their national borders while constantly surveilling internet
users inside their networks. Meanwhile, China and Russia are leading efforts at the United Nations to fundamentally reengineer how
the internet works and is governed to fit their Orwellian visions. For
its part, Europe is heading off in its own direction, with the European Union (EU) strengthening its privacy and content moderation requirements, targeting the practices of U.S.-based technology
giants. If the United States is unable to develop a competing vision, a
decade from now the internet as we know it will no longer be recognizable. Not only would the United States have lost the economic
value from being the global driver of digital trade and innovation, but
much of the world’s population would also have been mired in a web
of censorship and surveillance woven by China’s state-owned enterprises. In this sense, the stakes go far beyond the internet and will
doubtless affect the global balance of power.
Although many efforts are underway to promote digital freedom,
establish norms for state conduct in cyberspace, and address the harmful consequences of the cross-border free flow of data, these efforts are
largely uncoordinated, resulting in ad hoc measures that do not create
mechanisms for managing the next product of concern. More important, they lack the incentives necessary to encourage better behavior—
failing to protect citizens’ rights online or harboring cross-border
cybercriminals has few consequences. To combat these trends, the
United States should shift its diplomatic efforts from promoting a
global, open internet to preserving an open internet that connects the
digital economies of democratic countries.
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The time to pursue a digital trade agreement that would preserve
the flow of cross-border digital trade, while taking steps to address
the negative effects of an open internet, is now. Trade negotiators are
moving rapidly to stop countries from putting in place national laws to
address cybercrime. Yet efforts at promoting digital trade will be successful only if they seriously attempt to cooperatively address cybercrime, censorship, and privacy concerns. By tying digital trade—the
cross-border exchange of digital products and services—to the promotion of the free exchange of information and efforts to control the
harmful side effects of an open internet, the United States and its
allies can create a compelling alternative to the authoritarian vision of
a tightly controlled network. In short, the United States should weaponize its digital trade relationships to create a system of incentives and
penalties that will promote security hand in hand with democratic
values on the internet.
No matter what the United States does, there will be a Chinese-dominated internet. The open question is whether China dominates the
global internet or China competes with an open internet supported
by democratic nations. The United States has a short window to draw
Europe in and create a competing vision that would attract fence-sitters
such as Brazil, India, and Indonesia, which have democratic traditions
and are wary of Chinese hegemony on the web. If the United States can
create a “digital trade zone” that rewards countries that join it and abide
by its rules, many other nations could choose this vision over a future
in which China dominates their countries and their people are subject
to censorship and surveillance. If the digital trade zone grows strong
enough, China might see more benefit to cooperative engagement than
to continued disruptive behavior.
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A FRAGMENTING
INTERNET
In 2018, former Google CEO Eric Schmidt predicted that the internet would split into two: one dominated by the United States and its
tech giants (Google, Microsoft, Apple, Facebook) and one dominated
by China (Tencent, Alibaba, Baidu, Xiaomi).1 Not to be outdone, the
New York Times editorial board predicted that the internet would split
into three networks, concluding that Europe’s divergent approach
from the United States on privacy issues would lead to a European
Union network.2 This trend toward fragmentation is unlikely to result
in a series of totally separate national networks that do not communicate with one another. Abandonment of the internet protocol suite
is unlikely, though China has proposed both a new suite of protocols
and a new domain name system, both of which would tighten state
control. Yet even the most authoritarian regimes (excepting North
Korea) are likely to want vast quantities of data to flow across their
systems—they just want to decide what data flows and see to whom
it flows. Except during war or periods of internal unrest, no country
is likely to see completely severing itself from the global internet as
being in its interest.
What is clearly happening is a move toward an internet in which
geography ultimately determines what data is allowed to flow. National
borders were at first irrelevant to the internet. Over the past twenty
years, they have become legally important. Current trends suggest that
over the next twenty years states will place technical controls at national
borders to limit what data flows in and out of their country. Although
the internet was not designed to respect national borders or differentiate between one country’s laws and another’s, governments began to
place legal restrictions on senders and receivers of digital information
and digital goods and services more than twenty years ago. Germany
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and France carried over from the real world their laws against distributing Nazi materials and selling Nazi artifacts. If it was a crime to sell
Mein Kampf in a bookstore, it was also a crime to sell it on Amazon or
display it online to German citizens. Executives at internet companies,
fearing arrest should they ever land at Charles de Gaulle international
airport, learned how to use geolocation to determine whether they
could lawfully display content to a viewer in the country where they
were shown to be located. They could also prevent goods from being
shipped to countries in which their sale was prohibited. Of course, businesses also found that it was in their interest to shape content based
on location, delivering more relevant news or search results based on
where they believed users were located. As Tim Wu and Jack Goldsmith
pointed out in their book Who Controls the Internet?, the idea of a “borderless world” online was always more of an illusion than reality.3
The divisions between the United States and Europe have grown
over the past decade as evidence of U.S. signals intelligence activities
has come to light and as U.S. technology giants have solidified their
grasp on the digital realm. Disclosures by Edward Snowden and others
have shown that the National Security Agency and other arms of the
U.S. intelligence community have collected vast troves of data on
adversaries and allies alike. Meanwhile, European leaders have become
increasingly apprehensive about the hold Facebook, Google, Microsoft, and other tech giants have on the digital lives of their citizens as
well as envious of these foreign companies’ market share. The European Union has made efforts to secure the privacy of its citizens’ data
from commercial interests while working to increase access to this data
by local law enforcement, even when that data is stored a world away.
The threat of data localization—requirements to keep data on a citizen
stored in the home country of that citizen—hangs in the air, threatening cross-border digital trade. As Anupam Chander, a professor at
Georgetown University Law Center, puts it, “Data localization is the
nemesis of digital trade.”4
Some progress has been made on data localization thanks in part to
the success of Europe’s General Data Protection Regulation (GDPR),
which came into force in May 2018 and has become the de facto standard for global privacy regulations. GDPR sets rules for the privacy
protection of EU citizens, gives these citizens certain rights over their
data, and establishes strong enforcement mechanisms. It also sets a
notification standard for data breaches involving personal information.
Crucially, GDPR is extraterritorial in nature, meaning that it applies
globally to any business that holds data on European citizens.
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Notwithstanding the progress from GDPR, the protection of citizen data abroad and access to data by authorities remain issues, as
does the taxation of digital goods and services. France has moved to
impose a tax on U.S. tech giants (though it could be removed if an Organization for Economic Cooperation and Development effort to set
common rules on digital taxation moves forward).5 In March, the European Union issued a new strategy for the digital economy that calls for
achieving “technological sovereignty” to end reliance on U.S. software,
hardware, and services, including by creating a European cloud infrastructure that U.S. companies do not own or control.6
Beyond using legal means to shape internet content, borders are
shifting from places where laws change to places where countries are
implementing technical controls. Until recently, in most countries data
flowed freely across national borders, filtered out at the corporate or
individual level. Now countries are moving to preemptively restrict
and shape the flow of data at national borders. China is the leader in
this regard, with Russia following close behind. China operates what is
known as the Great Firewall, a system of inspection points both internal and at gateways to the rest of the world that surveils internet use by
Chinese citizens and blocks access to content deemed unlawful. Iran
operates its National Information Network, which allows it to censor
all content on the network and shut off external and internal data flows
in times of unrest. China has exported its know-how to Russia, which
is busy testing Runet, its so-called sovereign internet that will allow it
to cut off traffic to the rest of the world. Russia has backed its technical
efforts with a series of laws that make it a crime to publish what the state
judges to be “fake news” or to criticize the government.7 China has also
assisted dozens of other countries that would like to emulate its system
of controls.8
Together, China and Russia have assembled a bloc of like-minded
nations that are pressing their vision for the internet in the United
Nations. In December, a Russia-backed resolution to create a working
group charged with developing a new cybercrime treaty passed with
overwhelming support from non-Western countries.9 The treaty would
center internet governance within the United Nations, make governments the primary arbiters of the future of the internet, and, most troublingly, broadly define cybercrime so as to capture online speech that is
protected in many democratic countries. Given this renewed push, the
United States should work to mend the emerging rift with Europe on
digital issues and create a compelling vision and attractive market that
will draw in democratic countries around the globe.
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TOWARD A NEW
APPROACH TO
INTERNET GOVERNANCE
Many countries will be pulled toward China’s model of internet control no matter what the United States does. China’s model is inherently appealing to authoritarian governments. But China’s draw as
a center of the global digital economy is not a foregone conclusion.
Democratic nations, if they can unify as a bloc, can present a compelling alternative. Such action requires abandoning the hope that
democratic values naturally spread through the internet. U.S. policy
should move on from approaches that seek to find common ground
with authoritarian regimes. Efforts through the United Nations
and other global forums have never moved forward because Chinese and Russian delegates are fundamentally opposed to a liberaldemocratic view of how the internet should work. Instead of working through global intergovernmental models, the United States
should pursue a values-based approach that would create a digital
trade zone with common standards and practices compatible with
democratic values and then limit access to the digital markets within
this zone to those countries that abide by these standards and practices. Such a digital trade zone should be constructed incrementally,
building on existing frameworks.
BUILDING ON DIGITAL TRADE AGREEMENTS
President Donald J. Trump signed the U.S.-Mexico-Canada Agreement (USMCA) into law in January 2020, replacing the 1990s-era
North American Free Trade Agreement (NAFTA).10 Although most
of the interest in USMCA has centered on the auto and agricultural
industries, USMCA contains important provisions on digital trade,
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including expanded intellectual property protections, anti-spam laws,
penalties for the theft of trade secrets (including through cyber theft),
protecting cloud companies against lawsuits for user-generated content, and prohibiting governments from requesting source code for
market access. Most critically, it maintains the free flow of digital trade
across borders and bans data localization.
In many respects, USMCA can serve as a model for the digital trade
zone; yet in others it is woefully lacking. USMCA does not include any
form of mandatory privacy protections, nor does it include any means
for consumers to enforce protection laws across borders. It does not
require that holders of data meet a base-level data protection standard.
In all, USMCA’s digital trade chapter lacks the mechanisms to coordinate action on the downsides of digital trade. USMCA is unlikely
to improve privacy for users, simplify cross-border law enforcement
investigations, or even reduce spam. Yet the framework set out in
USMCA (borrowed heavily from the Trans-Pacific Partnership) can
be built upon. Japan and the European Union have also laid the groundwork for a digital trade zone under their Economic Partnership Agreement, which includes a chapter on electronic commerce that, among
other things, prohibits tariffs on digital goods.11
ADDRESSING CROSS-BORDER CRIME
The Clarifying Lawful Overseas Use of Data (CLOUD) Act has, for
a time at least, kept Europe from moving forward on data localization
requirements by regulating cross-border data access requests.12 The law
gives the president the authority to enter into agreements with other
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countries to allow access to the content of communications in criminal
investigations. The new system upends the cumbersome diplomatic
process of handling foreign requests for investigative support through
mutual legal assistance treaties (MLATs).
The CLOUD Act allows countries with strong rule of law and a
democratic tradition to directly request data on their citizens from
U.S.-based cloud providers without going through the MLAT process.
Requests for data on U.S. citizens must still go through the MLAT
process to be reviewed by the U.S. Department of Justice and obtain
a warrant against probable cause standards. To date, only the United
Kingdom has entered into an agreement with the United States under
the CLOUD Act; however, Australia has begun negotiations, and the
European Union has begun discussions on behalf of member states.13
For a country to be able to obtain data under the CLOUD Act, the
attorney general must certify, with the concurrence of the secretary
of state, that the laws of the country in question afford protections for
privacy and civil liberty (in short, Iran need not apply). The law also
provides a mechanism for Congress to object to any such certification
within ninety days. Privacy protections could be strengthened in the
act, but overall the act can serve as a strong basis for how a digital trade
zone could prevent data localization from taking root.
Building on the CLOUD Act, the digital trade zone should establish principles for privacy and civil liberties protections and a process
for determining whether proposed member states abide by those principles. Initially, that process should involve founding member states
assessing each other and require consensus among all members that
each country meets the requirements to join. After this initial round,
the treaty organization would be responsible for assessing new applicant nations, presenting decisions to be affirmed by a majority (or some
higher threshold) of members.
The effort can also build on the Council of Europe Convention
on Cybercrime (known as the Budapest Convention). The Budapest
Convention established many of the fundamental rules necessary to
address cross-border cybercrime. It lacks only two things: carrots
and sticks. The Budapest Convention provides no tangible benefits to
countries that join, has weak mechanisms for coordinating to address
cybercrime, and has no built-in mechanisms to punish members that
do not abide by its rules; moreover, it has no tools for imposing costs
on nonmembers, which impose most of the costs of cybercrime on
member states. What it has done is establish, from a normative perspective, interstate obligations to assist on cybercrime. This valuable
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work spanning three decades can be built upon, adding in the missing
mechanisms to encourage cooperative action.
CREATING A GLOBAL PRIVACY FRAMEWORK
Beyond law enforcement cooperation, the accord should also address
the privacy rights of all citizens from member states. Although its
implementation has had its difficulties, GDPR can serve as the basis
for required national privacy legislation among members. Although the
law in many ways draws a line in the sand between the United States and
Europe, it has also become a global standard with the potential to be
more unifying than dividing. GDPR has inspired a series of countries,
including Brazil, India, Japan, South Korea, and Thailand, to follow suit
with their own privacy protection laws.
GDPR could in fact be one of the more important efforts to stem
the push toward data localization. By creating a legal framework with
global reach in GDPR, Europe has provided a blueprint for how data
can be stored globally while being protected by local laws. The European Union has recognized that Japan is offering sufficient protection
of personal data under GDPR standards and has agreed to a framework
for mutual and smooth transfer of personal data that allows data protected under GDPR to flow freely between the two countries.14 This
outcome is one of the first tangible steps toward realizing former Japanese Prime Minister Shinzo Abe’s push to develop a global set of rules
for data governance with the goal of promoting the “free flow of data
with trust.”15 Abe proposed the Osaka Track at the Group of Twenty
last year to further develop the concept.
Julie Brill, a former commissioner of the Federal Trade Commission, now employed at Microsoft, has advocated for the United States
to adopt GDPR. “For American businesses,” she argues, “interoperability between U.S. law and GDPR will reduce the cost and complexity
of compliance by ensuring that companies don’t have to build separate
systems to meet differing—and even conflicting—requirements for
privacy protection in the countries where they do business.”16 Moving
from a situation in which Europe is able to compel U.S. companies to
meet privacy requirements for its citizens to one in which the United
States and other democratic countries have adopted the same requirements and enforcement mechanisms will strengthen trust in those protections as implemented by U.S. companies. Creating a trade zone that
explicitly requires countries to meet the obligations of GDPR could do
more than anything to smooth the flow of digital trade.
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FORGING A DEMOCRATIC DIGITAL SUPPLY CHAIN
To address common security concerns and provide an added incentive
for joining the trade zone, member states should agree to jointly end
reliance on hardware and software from nonmember states in critical
infrastructure and national security applications. The challenge with
implementing this approach now is that there are few alternatives for
5G networks and none provide the same capability or can be purchased
at the same price point. Thus, the current effort to block Huawei and
replace it has hit a stumbling block. To address this challenge, member
countries need to create a market for trusted technology products and
services that will attract market entrants.
Particularly for developing countries, tying digital trade to the manufacturing of the hardware that makes digital life possible can create
an attractive market opportunity. Aligning manufacturing of critical
electronics and digital trade would provide a significant incentive for
countries to join the digital trade zone and set in place plans to replace
Chinese-manufactured equipment, thereby eliminating significant risk
from current global supply chains.
Chris Krebs, director of the Cybersecurity and Infrastructure
Security Agency at the Department of Homeland Security, has articulated a multipart test that the Trump administration used in deciding
to ban the Russian antivirus company Kaspersky from federal agencies
and to thwart the Chinese telecommunications firm Huawei’s entrance
into the U.S. market under an executive order.17 That test includes three
components and asks these questions:
•

Does the technology when deployed provide access to or support critical national security and critical infrastructure operations?

•

Does the company operate in a jurisdiction that compels telecommunications companies and technology companies to comply with requests
from intelligence services?

•

Is there a known relationship between the intelligence service and company management?
Both Kaspersky and Huawei failed the test. The case against
Kaspersky is based on Russian laws that would compel it to cooperate
with Russian intelligence, the functionality of its antivirus software
(which sends sensitive data back to the company’s offices in Russia and
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introduces other technical risks), and the potential for Russia’s Federal Security Service to coerce Kaspersky’s cooperation in exchange
for being granted the required licenses to operate its business. With
respect to Huawei, China’s 2017 National Intelligence Law and 2014
Counterespionage Law compel companies to cooperate with the Chinese government. In addition, Krebs states, the Chinese government
is heavily involved in Huawei. Finally, the U.S. government claims that
it has discovered so-called backdoors in Huawei’s 4G network equipment, leading it to believe that 5G equipment will be riddled with
intentionally placed vulnerabilities that China can exploit at will. As
the Council on Foreign Relations’ Jerome Cohen put it,
There is no way Huawei can resist any order from the
[People’s Republic of China] Government or the Chinese
Communist Party to do its bidding in any context, commercial or otherwise. Huawei would have to turn over all
requested data and perform whatever other surveillance
activities are required. . . . Not only is this mandated by
existing legislation but, more important, also by political
reality and the organizational structure and operation
of the Party-State’s economy. The Party is embedded in
Huawei and controls it.18
While the test Krebs provided is straightforward, it also would
include a large set of technologies if applied more broadly. To encourage the development of supply chains that do not run through China,
member states of a digital trade zone would need to ensure through
joint industrial planning that the most important technologies for
national security applications are produced within member states.
Doing so could also provide a powerful incentive for drawing in
countries that initially wish to stay unaligned with either the digital
trade zone or the emerging Chinese digital hegemony. India, for one,
amid the pandemic, is moving to make itself a hub for electronic manufacturing while pressing forward with plans to require data localization.19 The incentive to become a manufacturing hub for digital
trade zone companies as well as strengthened measures for access to
and protection of Indian citizen data under the accord would likely
prove sufficient to counter its data localization plans. Industrial planning has fallen out of fashion, but creating the capacity for trade zone
members to identify critical products and produce them within the
trade zone is necessary. Absent the ability to produce these critical
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products inside the trade zone, the coalition should look for opportunities to produce those goods outside China.
For its part, China could press its case in the World Trade Organization (WTO), arguing that efforts to exclude its technology products
from markets are an abuse of the national security exception allowed
under WTO rules. The Chinese delegation to the WTO has already
made this argument with respect to Trump’s executive order on Huawei
but has yet to formally file a complaint with the WTO.20 If China chose
to do so and the WTO agreed that U.S. rules were in fact abusive, the
WTO would have the authority to approve similar restrictions on U.S.
technology products or other coalition member technology products
but would not have the authority to force the United States or its partner countries to end the practice. As written, the national security
exemption provides broad authority for countries to determine what is
and is not a national security concern.21 In its first ruling on a complaint
alleging abuse of the exemption by Russia over blocking the transit of
Ukrainian goods across its territory, the WTO upheld Russia’s use of
the exemption.22
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RECOMMENDATIONS
The U.S. government should work with other democratic nations, the
technology industry, nonprofits, academia, and user groups to create
a digital trade zone with rules that govern content moderation, data
localization, cross-border cybercrime, and obligations to assist during
cyberattacks. It should then establish the organizations and mechanisms necessary to implement these agreements. By tying access to
the digital trade zone to obligations for cybersecurity, privacy, and law
enforcement cooperation, the United States and its democratic allies
can create a compelling alternative to authoritarian visions for the
internet. In doing so, the United States and its allies can force countries to choose between access to their markets or tight control of the
internet in the Chinese model, thereby creating the kind of leverage that
has been missing from U.S. efforts to promote an open, interoperable,
secure, and reliable internet. Tariffs on digital goods from outside the
trade zone should be used, at least in part, to fund joint cybersecurity
efforts within the zone.
ESTABLISH A TREATY ORGANIZATION TO COORDINATE
CYBERSECURITY AND LAW ENFORCEMENT EFFORTS
Missing from existing bilateral efforts on digital trade, law enforcement
cooperation, cybersecurity, and privacy is a trusted, independent third
party to mediate disputes, rate compliance, and coordinate action. The
first step toward making digital trade a lever for addressing the harmful side effects of cross-border data flows is to establish an organization for this purpose. Provisions in USMCA direct the three countries
to consider creating a forum to promote cooperation on digital trade
issues. Although USMCA’s cybersecurity requirements are decidedly
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toothless, the list of topics the forum covers does include security matters. Working with Canada and Mexico, the United States could establish such an organization under the auspices of USMCA, work out its
functions, and then seek to draw in other countries to participate.
CREATE A SHARED TARIFF AND SANCTIONS POLICY
For the digital trade zone to be effective, digital trade should freely
flow among member states, but member states should also limit
digital trade with nonmember states. Some form of tariff on all digital goods from nonmember states entering the digital trade zone is
likely warranted. Trade zone members should also agree to jointly
sanction nonmember states that harbor cybercriminals or participate in banned activities. The threat of coordinated sanctions would
provide a strong mechanism to change the behavior of nonmember
states. Coordinated sanctions should begin with warnings and narrowly target specific actors. Punitive measures under this policy could
include coordinated efforts to deny access to companies in uncooperative countries that are causing harm inside the digital trade zone. In
some cases, countries that currently abide by the practices required
for membership could decide not to align with the U.S.-led coalition
so as to maintain access to Chinese markets and Chinese technologies. Some mechanism may be necessary to encourage continued
good behavior but not grant the full benefit of membership.
CREATE SUSTAINED FUNDING FOR COLLECTIVE EFFORTS
Cybersecurity has proved a poor charitable cause. Against other pressing issues such as climate change, poverty alleviation, and global health,
cybersecurity has not attracted significant support from individual
donors or foundations. Many of the protocols necessary to secure cyberspace do not benefit individual companies and are therefore not suited to
marketplace solutions. Organizations such as the Shadowserver Foundation, which has played an important role in many cybercrime takedown operations, are struggling to find support to keep their operations
going.23 Funding organizations that have stepped in to provide support
have done so with finite time horizons. Yet cybersecurity is an ongoing
problem that is unlikely to ever be definitively solved. Thus, an ongoing
stream of funding to improve global cyber hygiene, build cybersecurity capacity in developing countries, and coordinate international law
enforcement investigations and takedown operations is necessary.
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Efforts such as the Global Forum on Cyber Expertise, the Cybersecurity Tech Accord, and the Digital Geneva Convention, which
seek support from both technology companies and governments, are
good models. Under this thinking, the agreement should require each
member state to contribute annual payments to the treaty organization
to support these efforts. Dues should be based on a combination of per
capita gross domestic product (GDP) and total GDP so that the largest,
richest countries pay the most dues and the smallest, poorest signatories pay the least. The costs of dues would be covered by tariffs on digital goods sold into the zone from companies located outside it. These
funds could also be used to support efforts by developing countries to
replace existing Chinese technology in their critical networks.
INVOLVE NONGOVERNMENTAL STAKEHOLDERS
In shaping and implementing the digital trade zone and its enforcement mechanisms, nongovernmental stakeholders should crucially be
included. Although the U.S. government’s efforts to remove itself from
the operation and governance of the network have shaped much of the
history of the internet, only governments can establish rules to govern
interstate trade. However, for the digital trade zone to achieve its goals,
individual and corporate user groups, internet service providers (ISPs),
content service providers (CSPs), software and hardware makers, and
cybersecurity companies will all need to be involved. Although the
digital trade zone will undoubtedly place new requirements on private companies, voluntary efforts in support of its development should
also be encouraged. For companies organized and operating outside of
member states, treaty instruments should set the terms under which
such companies could be brought into the fold. For instance, a Russian
hosting provider should be able to meet applicable requirements of
stewardship, such as responsiveness to takedown requests and implementation of cybersecurity standards, and then could be exempted
from tariffs on its digital goods sold within the trade zone. Such a mechanism would incentivize individual companies to adhere to the digital
trade zone’s rules and pressure their governments to clean up their acts.
CLEAN UP THE OPEN WEB
Treaty mechanisms should also include an organization to coordinate
efforts to improve cybersecurity hygiene. Although private companies
have begun to use security scoring to rate their supply chain members
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and press them to improve security, a wider effort coordinated at the
international and national levels is likely necessary. The organization
should take responsibility for rating countries on their cybersecurity
hygiene efforts so that a name-and-shame effect can take hold. Beyond
simply scanning and rating, the treaty organization should also fund
initiatives to promote the implementation of more secure protocols. In
many developing countries, training and technical resources could be
necessary to improve cyber hygiene. A crucial part of this effort should
be a sustained, coordinated effort to dismantle the infrastructure used
by cybercriminals. The organization should fund national and international efforts to address these challenges.
KEEP ICANN INDEPENDENT, BUT PRESSURE IT TO CLEAN UP
DOMAIN SPACE
The Barack Obama administration moved forward with long-stalled
plans to sever the contract between the U.S. Commerce Department and
the Internet Corporation for Assigned Names and Numbers (ICANN),
which carries out the management of the internet’s root zone, the system
for assigning internet protocol (IP) addresses and domain names. Doing
so tamped down calls by China, Russia, and others to transition these
functions to a UN-designated body (that they could then control), but
ICANN has done little to address cybercriminals’ abuse of the domain
name system. Cybercriminals use the domain name system to command and control botnets, set up fake websites to distribute malware,
and advertise fraud. ICANN should be pressured to strengthen identity requirements for registering websites, improve systems for abuse
reporting, and punish registrars that cater to criminal entities.
FIX NOTICE, TAKEDOWN, AND SINKHOLING
The treaty should establish strong mechanisms to provide notice of
cyber threats emanating from networks and systems, oversee the elimination of these threats, and create consequences for companies that do
not cooperate in these efforts. Abuse-reporting systems on the internet are broken. For cybersecurity threats such as malware distribution
and distributed denial of service attacks, companies lack incentives
to respond rapidly to notices and requests or, in some cases, to better
police their infrastructure to prevent it from being used in the first
place. On the other side of the equation, notice and takedown provisions for abuse of intellectual property rights are too strong, without
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an adequate system for appealing requests. For cybersecurity issues,
the role of national computer emergency response teams is unclear.
The obligations of ISPs and CSPs to address malicious activity when
notified of it also remain murky. The accord should formalize systems
for notification of malicious activity and enforce requirements to take
down infrastructure used by malicious actors. With a system in place
within the zone, treaty mechanisms should also punish bad actors
operating outside the zone. The treaty should establish a coordinated
system to drop traffic from companies outside the zone that are causing
problems inside the zone.
BAN COVERT ELECTION INTERFERENCE AND ACCEPT
A “NO SPY” PROVISION
U.S. allies in this effort, such as Germany, and countries that should be
drawn in, such as Brazil, are likely to raise U.S. digital spying revealed by
Edward Snowden and other leakers as evidence that the United States is
itself not trustworthy in the digital domain. Although the United States
was able to draw a distinction between its own spying and the kind
of spying China has conducted to steal trade secrets and intellectual
property to benefit its state-owned enterprises and national champion
companies, that the United States was revealed to have tapped Angela
Merkel’s cell phone and stolen data on Brazilian oil production did not
put the United States in the best light. Many countries that should be
members of this coalition are known to conduct espionage against their
allies, notably the United States, France, and Israel. Banning signals
intelligence collection against member governments and confining
espionage to softer forms of human intelligence among member states
would be a reasonable compromise. Member countries should know
that the ghosts in their systems are not other members of the digital
trade zone. Similarly, with evidence of a global online campaign of Russian interference coming into clear view, the accord should ban member
states from engaging in covert election interference. Crucially, this ban
should prohibit members from engaging in covert election interference
globally, not just against other member states.
LIMIT DIGITAL TRADE, NOT DATA FLOWS
Border control in cyberspace is a doomed endeavor because advanced
cyber threats cannot be detected as they flow across the network. These
threats hide in the streams of data that make up digital commerce. With
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the growth of encrypted traffic, an otherwise overwhelmingly beneficial outcome, scanning traffic at national borders for advanced threats
is all but impossible. The detection of advanced threats requires presence on individual endpoints, in cloud environments, and on company
networks. Even if this malicious traffic were not encrypted, differentiating between it and all other traffic on a national level is a technologically
impossible task. Weakening encryption at a national level, as the British
and Australian governments have proposed, would therefore do little
to prevent malicious cyber activity but would weaken privacy protections for citizens. Instead of creating a bordered internet that attempts
to limit access at the network level to malicious cyber actors, a better
course of action is to limit access to digital markets—tax the buying and
selling of digital goods for countries that are not members of the trade
zone and prohibit the worst-behaving countries from selling into the
trade zone entirely.
TABLE THE HARDEST ISSUES
Certain complicated issues in internet governance are unlikely to be
resolved by trade negotiators and should be tabled to prevent stalling
the formation of the trade zone. Trying to reach common ground on
them, even among democratic states, would likely derail the overall
effort to create a digital trade area. Two related issues could prove to
be the most vexing: law enforcement access to encrypted data and controlling the sale of dual-use cybersecurity tools, which can be used both
to test defenses and, in the wrong hands, to bypass them. These two
topics have pitted the technology community against law enforcement
and arms control groups, respectively. Finding common ground on
these topics within domestic political processes has proved challenging; achieving a consensus among democratic states would be all but
impossible. In a digital trade context, tabling these issues could prove
difficult but is likely necessary to reach an agreement.
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CONCLUSION
Now is a difficult time to propose anything to do with international
trade. Amid the COVID-19 pandemic, long-held positions on globalization as a value generation engine for the planet are being questioned.
As global supply chains fracture and many Western nations are no
longer able to produce their own medical supplies and pharmaceuticals,
countries are questioning the wisdom of offshoring the production of
most goods. Many technology companies had already begun to recognize that the “build once, sell everywhere” mantra that had guided them
through the past two decades was not going to work in the next and had
started the process of disaggregating their supply chains so that Chinese manufacturers would not serve the U.S. market.
This process is now accelerating within the digital domain. After
many years of courting favor with Beijing, Facebook appears to have
finally abandoned hope of entering the Chinese market, and Google’s
plans to reenter it have been scuttled many times over. While maintaining tight control of their own digital markets, Chinese companies have
rapidly gained market share in the United States and Europe. Globally,
with both Huawei and ZTE, China is now the dominant telecommunications hub. Tencent is both the largest video game company and a
dominant social media conglomerate. China’s campaign for global
domination in the digital realm has been built on its real-world Belt and
Road Initiative, which is constructing infrastructure projects across
Asia and Africa. These efforts are tied tightly to its Digital Silk Road
initiative to build telecom infrastructure across Asia.
At present, the United States can do little to alter Chinese actions
within its borders or its near abroad. Countries aligned with the Chinese vision of network and content control are unlikely to be persuaded
in the near term to align with the U.S. vision of open networks and
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free-flowing content. In short, countries that do not respect human
rights offline are unlikely to respect human rights online. By creating
a democratically aligned digital free trade zone, even China might be
compelled to reform its behavior so as to access this market.
Given this reality, the United States should take a new approach, and
the recommendations outlined in this report can be a start. There is still
an opportunity to enshrine democratic values within digital trade while
also addressing the downsides of the cross-border flow of data. Digital
trade can be enhanced if the mitigation strategies to the ills it creates are
baked into digital trade agreements; conversely, addressing cybercrime
and other digital ills that freely flow across open digital borders will
only happen if these strategies are tied to digital trade. Such thinking,
however, is anathema to trade negotiators, who are typically hostile to
the concerns of law enforcement and actively work to limit oversight
and enforcement mechanisms in trade negotiations, believing that they
will encumber free trade. Yet failing to build in these mechanisms will
ultimately harm the prospects of increased digital trade if threats in the
digital domain are not curtailed.
Securing an open, interoperable, secure, and reliable internet against
threats from authoritarian regimes will likely require abandoning hope
that such a network can be global. Although authoritarian regimes are
unlikely to choose to cut themselves off completely from the global internet, they are taking steps to control their own networks through laws,
trade restrictions, and technical means. Meanwhile, those same countries continue to wreak havoc on the networks of countries that remain
open. More and more countries are being drawn into the Chinese model
of state-controlled networks that limit privacy, build in the capacity for
censorship, and provide the backbone for the surveillance state.
To combat this trend, the United States and its allies should form
a digital trade zone that ties the adoption of democratic values online
to access to digital markets. Being part of this digital trade zone should
require member countries to commit to being good partners in improving cybersecurity so that the ill effects of cross-border digital trade do
not undermine the value of that trade. By doing so, the United States
and its allies can create a compelling alternative to the authoritarian web.
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