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Chairman Peters, Ranking Member Paul, distinguished members of the Committee, thank you very much 
for the opportunity to testify at today’s hearing on conflicts of interest in federal contracting. 
 
My remarks will focus on a few items. First, I will discuss how the People’s Republic of China’s (PRC) 
geopolitical ambitions and leverage over U.S. companies in the PRC – gained through threatening market 
access and through a new regime of national security laws – create conflicts of interest. Second, I will 
discuss how these conflicts might play out in specific sectors, namely the consulting industry. Third, I will 
examine conflicts in the technology sector given risks to U.S. data, critical infrastructure, and government 
networks. Fourth, I will offer a few recommendations for U.S. policy to help firms resist PRC pressure and 
avoid conflicts of interest. 
 
I. The PRC’s Geopolitical Ambitions, Leverage over U.S. Companies, and Conflicts of Interest 
 
The PRC uses a variety of forms of leverage, including threats to withhold market access and national 
security legislation, to pressure U.S. companies to advance PRC objectives. Accordingly, U.S. companies 
operating in the PRC face a challenging environment that can exacerbate conflicts of interest, particularly 
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for those companies that might contract with the U.S. government, handle sensitive U.S. government data, 
or operate sensitive platforms upon which the U.S. government relies.  
 
PRC Objectives 
 
The PRC leadership seeks to restore China to its past position of preeminence, and accordingly, has 
developed a grand strategy coordinated across multiple instruments of statecraft to displace U.S.-led 
order. As I argue in The Long Game: China’s Grand Strategy to Displace American Order, the PRC 
leadership has made clear its intent to “catch up and surpass” the U.S. technologically; to reduce 
dependence on the West and increase global dependence on China economically (part of a policy it calls 

“dual circulation” [双循环]); to be able to defeat U.S. forces in a regional clash militarily while building a 

global power projection capability; and to reset global norms politically.1  
 
Intention must be matched by capability to be taken seriously. On that metric, the PRC is the first U.S. 
competitor to surpass 70% of U.S. GDP. It is already the world’s leading industrial power and exceeds U.S. 
capability in certain technology sectors, including some military sectors. It fields military forces that 
some experts believe could defeat the United States in regional conflict. It has also mounted aggressive 
efforts to develop accesses on U.S. critical infrastructure. Accordingly, the United States faces a situation 
many believe resembles a new Cold War but from a position that is more tenuous than against past 
competitors. 
 
A key difference between this competition and the Cold War, however, is that U.S. companies are deeply 
involved in the PRC economy. In some sectors, and particularly for companies that also work closely with 
the U.S. government, that activity creates the possibility of conflicts of interest. This is especially true 
considering (1) PRC threats to deny market access and (2) the PRC’s security-focused regulatory regime.   
 
Weaponizing Market Access  
 
An enduring source of PRC leverage over U.S. companies has been access to the PRC market. The promise 
of market access, and the explicit or implicit threat to withhold it, is a tool the PRC uses to advance 
various state objectives. For Beijing, these objectives include gaining access to technology, know-how, 
data, sensitive U.S. government information, or compliance with PRC political positions, among others.  
 
PRC threats to withhold market access have led U.S. companies to take steps that are contrary to their 
own long-term interests, and at times, to U.S. national interests. The PRC has successfully pressured U.S. 
companies to transfer intellectual property to China, to engage in joint ventures that ultimately boost PRC 
capability, to increase investment in China at the expense of the United States or other locations, and 
even to refrain from complaining about these pressure tactics. PRC officials have directly told U.S. 
companies in some cases to transfer intellectual property in order to receive market access. In other 
cases, joint venture partners have stolen intellectual property from U.S. companies and set up their own 
competitive ventures while trapping the U.S. partner in a now defunct joint venture. Sometimes, when 
foreign companies have sought recourse for intellectual property theft in foreign courts, they have been 
punished in China’s market through judicial action.  
 
In addition to facing threats to market access, U.S. companies operating in the PRC can also be subject to a 
variety of other legal and even personal threats. Many companies can be tied up by PRC regulatory 
actions or costly litigation to coerce acquiescence on items important to the PRC. Foreign executives have 
sometimes been prohibited from leaving the country under “exit bans.” If a court sides with a local 
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company’s litigation against a foreign company, which could occur in a secret hearing, an executive could 
be “trapped” in the PRC without much notice or resource.  
 
The PRC’s credible implicit or explicit threats to withhold market access – or to target the safety of 
executives – can create conflicts of interest for U.S. firms. The payoff from complying with the PRC’s 
conditions or demands, however, continues to fall. American companies are increasingly vocal about the 
fact that complying with the PRC’s conditions is no guarantee of consistent market access, and the PRC’s 
long game is to replace foreign firms and businesses with PRC alternatives. 
 
New National Security Laws 
 
Second, in addition to restrictions on market access, the PRC’s expansive set of new national security laws 
creates another source of challenges – and conflicts of interest – for the operations of U.S. companies in 
China. Under this legal regime, the Party can (1) insert Party cells into foreign-owned companies; (2) 
compel PRC entities and individuals to cooperate with the PRC’s intelligence services and keep the fact of 
that cooperation secret; and (3) access the data of foreign companies.  
 
I’ll now turn to discuss each of these three challenges. 
 

1. Conflicts of Interest from Party Cells in Chinese and Foreign-Owned Companies: PRC laws, 
notably the 1993 Company Law, require PRC companies to establish and maintain Chinese 
Communist Party (CCP) cells. The purpose of a CCP cell is to better align the activities of the 
company with the PRC’s objectives. More than 90% of the PRC’s top 500 enterprises have Party 
cells, according to data from a Party-led body.2 In 2020, the PRC issued guidelines clarifying the 
roles of CCP cells. These guidelines indicated that Party cells should play a role in corporate 
governance, strategic decision-making, and personnel management, and that they could work to 
revise corporate charters to recognize the leading role of the CCP.3 Members of Party cells 
sometimes sit on boards, and boards sometimes consult with Party cells on major decisions. Since 
2016, the PRC has increasingly pushed subsidiaries of foreign-owned companies to establish Party 
cells. The PRC released new requirements in 2018 and 2022 that call for foreign joint ventures 
that are publicly listed to open Party cells as well as certain foreign-owned financial institutions.4 
HSBC Holdings, for example, set up a CCP cell in 2022 in its investment banking subsidiary in 
China, with executives reportedly concerned about the optics of potentially exposing strategic 
decisions and client data to the CCP.5 “Big Four” accounting firm EY created a CCP cell as well 
which later required its members to wear Chinese Communist Party badges.6 Mercedes-Benz 
reportedly has a party cell in its Chinese joint venture which is involved in management 
meetings.7 Most firms do not want to host a Chinese Communist Party cell, but as FBI Director 
Chris Wray noted in testimony last year, “The CEOs I’ve talked to are afraid to say something.”8 

 
2. Conflicts of Interest from New Laws Mandating Cooperation with PRC Intelligence Agencies: 

Several PRC laws force Chinese individuals and entities, including subsidiaries of U.S. companies, 
to cooperate with PRC intelligence agencies. For example, the 2017 National Intelligence Law 
(Article 7 and 14) requires Chinese individuals and entities, including subsidiaries of U.S. 
companies in China, to affirmatively support PRC national intelligence work, comply with 
demands from PRC intelligence and law enforcement agencies, and “keep the secrets of national 
intelligence work from becoming public.”9 The Department of Homeland Security warns 
companies that, under this law, the PRC could require a PRC entity to provide data from a U.S. 
person or business or compel a company to install backdoors in equipment.10 The 2021 
Counterespionage Law similarly mandates that Chinese nationals cooperate with national security 
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agencies. It also requires businesses, universities, and other organizations to cooperate with PRC 
intelligence services to monitor Chinese citizens with access to sensitive information when they 
travel overseas and to train them in counterespionage.  
 

3. Conflicts of Interest from New Laws That Allow PRC Access to Networks, Encryption Keys, 
and Data: Other pieces of legislation put onerous restrictions on data transfer and provide the 
PRC access to networks, encryption keys, and data. For example, the 2017 Cybersecurity Law 
requires that data in undefined critical industries be stored in China and that PRC public security 
and intelligence agencies be able to conduct spot checks of networks, which could include access 
to data. The PRC’s Cyberspace Administration of China (CAC) can launch “cybersecurity reviews” 
of U.S. companies at any time to demand virtually anything from data to source code from the 
targeted company.11 Regulations issued in 2021 also force companies in China, including foreign 
companies, to report software vulnerabilities to the PRC government before informing anyone 
else – allowing the PRC to stockpile these vulnerabilities for offensive advantage.12 Similarly, the 
2020 Encryption Law’s Article 31 requires the State Cryptographic Administration (SCA) to have 
access to commercial cryptography systems for certification purposes, which could allow SCA 
access to decryption keys and passwords, according to the Department of Homeland Security.13 In 
practice, most firms will use PRC-certified encryption rather than compromise the encryption they 
may rely on in their home markets. While this practice may seem sophisticated, the reality is that 
it will not provide protection against the PRC government.14 Encryption aside, the 2021 Data 
Security Law mandates that any company processing important data is subject to a periodic 
security review by Chinese officials. It also prohibits the release of any data to a foreign judicial or 
law enforcement agency – which has at times been interpreted to apply to administrative agencies 
– without PRC government approval, regardless of where the data originated from. This provision 
could complicate compliance with a subpoena or regulatory action. The 2023 update to the 
Counterespionage Law widens covered information beyond “state secrets and intelligence" to 
include “documents, data, materials or items related to national security and interests.” This broad 
definition creates a legal foundation to gather data from foreign firms and their employees with 
little justification. It also includes authority to inspect their electronic devices. Additionally, a 2024 
update to the state secrets law introduced a new, nebulous concept called “work secrets” defined 
as information that is not a state secret but “will cause certain adverse effects if leaked.’ This could 
apply to anything the Party-state decides could cause “adverse effects” if leaked.  

 
Implications of Conflicts of Interest 
 
As FBI Director Chris Wray told this committee in 2019, “Chinese law essentially compels Chinese 
companies and typically compels U.S. companies that are operating in China to have relationships with 
different kinds of Chinese companies to provide whatever information the government wants whenever 
it wants.”15 Since 2019, the situation has only deteriorated.  
 
PRC leverage over U.S. companies can undermine U.S. interests and national security in several distinct 
ways. U.S. companies could (1) inadvertently act as vectors for the PRC to access sensitive information, 
data, intellectual property, etc.; (2) be caught between mutually exclusive U.S. and PRC demands; and (3) 
could, in some cases, seek to profit from conflicts. 
 

1. Vectors for the PRC to Access Sensitive Information: U.S. companies may inadvertently act as 
vectors for the PRC government to access U.S. intellectual property, trade secrets, sensitive data, 
or sensitive networks. Such transfer could occur through the actions of Party cells within U.S. 
subsidiaries or their partners. It could occur through laws that compel a U.S. subsidiary, employee, 
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or PRC private sector partner to comply with requests from the PRC intelligence service. It could 
also occur through the ability of law enforcement and other bodies to outright inspect or seize 
data as well as their ability to bypass encryption due to the requirement for commercial 
encryption to be registered with PRC regulators. As a practical matter, this means that sensitive 
data stored by a U.S. company could be transferred to the PRC without the company’s knowledge. 
It also could mean that, for example, U.S. companies providing cloud services in China with even 
the very best protections could inadvertently provide access or information relevant for 
facilitating PRC cyber attack to their local PRC operators, such as network topology or architecture 
relevant for U.S. operations.  

 
2. Conflicting and Mutually Irreconcilable Compliance Requirements: Second, U.S. companies 

face conflicts between the obligations they have to the U.S. or allied and partner governments and 
those that they face under PRC law. For example, the PRC’s 2021 Anti-Sanction Law and 2023 
Foreign Relations Law allows the PRC to punish U.S. companies if they comply with sanctions or 
legislation the PRC seems discriminatory. Moreover, companies may be unable to comply with 
Congressional subpoenas or requests by law enforcement or administrative agencies for 
information relevant to regulations without being out of compliance with PRC laws on data 
transfer. This, in effect, forces companies to choose whether to be compliant with one system or 
another.  

 
3. Profiting from Conflicts of Interest: U.S. companies may lean into conflicts of interest for 

financial benefit. For example, a company could conceivably share information or experience 
gained from working with the U.S. government, including sensitive information U.S. policy or 
government practices, to support work done with PRC entities.  

 
While the costs and likelihood of these conflicts of interest are growing, the benefits of complying with 
PRC pressure tactics are clearly falling. Compliance with the PRC’s pressure tactics might provide some 
short-term market access, but the PRC’s ultimate objective is to eventually replace these companies with 
indigenous PRC companies. The “China cycle,” as the writer Noah Smith calls it, involves (1) a 
multinational company setting up in the PRC to access the PRC market; (2) a multinational company 
complying with terms that effectively result in the transfer of their technology or know-how to PRC 
companies; (3) the PRC government then helping PRC companies push out the multinational; and (4) the 
PRC companies then competing with the multinational for market share in other countries, often with 
some state support.16 
 
Increasingly, foreign multinationals and the trade associations that represent them are raising direct 
concerns publicly. Jens Eskelund, president of the European Chamber of Commerce in China, said in a 
statement that, “The scope of issues deemed ‘sensitive’ seems to be constantly expanding, which makes it 
more difficult for companies to access information necessary for making investment decisions related to 
their China operations.”17  Similarly, the US-China Business Council wrote in its most recent member 
survey that, “American companies that conduct business in China continue to encounter systemic 
challenges around market access and barriers to investment, opaque rules and uneven regulatory 
enforcement, and rising compliance requirements, particularly around data security and privacy.”18 
Meanwhile, the PRC has not taken action to address these concerns. The growing influence and power of 
the security services has, instead, created additional obstacles. China’s Ministry of State Security has 
published a series of web comics to educate citizens about the national security risks it faces from 
foreigners. One example included a special investigator going undercover at a consulting firm and 
demonstrating it was selling sensitive information.19  
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II. The Consulting Industry 
 
Since 2023, the PRC has taken a number of aggressive steps against U.S. consulting and due diligence 
firms, which heighten already existing conflicts of interest that may be present when these firms conduct 
work for the U.S. government and for PRC state-affiliated entities.  
 
PRC Crackdowns on Consulting Firms 
 
PRC state media has stressed that the activities of foreign firms must not be contrary to PRC national 
interests, but this standard remains nebulously defined. Data on macroeconomic trends or the 
performance of individual companies, often critical to facilitating U.S.-China investment and economic 
exchange, can now fall within the vague definition of “state secrets,” “work secrets,” or information that 
harms China’s “national security.” This creates wide-ranging vulnerabilities for consulting firms in the 
PRC that can amplify conflicts of interest.  
 
In 2023, the PRC began taking broad action against foreign consulting firms in the PRC.  
 

• PRC law enforcement raided the offices of Bain & Company. They detained and questioned several 
employees and seized phones and computers and the data stored on them.20  

• PRC authorities also raided the offices of international advisory and knowledge services firm 
Capvision in Beijing, Shenzhen, Shanghai, and Suzhou as part of an investigation into their alleged 
failure to protect “state secrets.” PRC authorities seized devices and even sentenced one of their 
senior experts who had been kept on retainer to six years in prison.21 Capvision was forced to 
acknowledge that it had caused harm to PRC national security.  

• The PRC raided the Mintz Group’s Beijing offices, closed the branch, and detained five local 
employees, ultimately fining the company for failing to obtain approval of statistical survey work 
and then raising the fine the following year.22 The raids came after the company issued an article 
on due diligence related to the Uyghur Forced Labor Prevention Act.23  

 
Due in part to the crackdown, the Financial Times reported last year that U.S. consulting firms are already 
reducing business in China. Many are struggling to find work, delaying start dates for new employees, and 
failing to meet revenue projections.24 The risk and likelihood of conflicts interest from operations in 
China has increased while the reward has decreased.  
 
Conflicts of Interest for Consulting Firms 
 
In some cases, as this Committee has helped reveal, U.S. consulting firms have provided services to the 
U.S. government while also consulting for the PRC. McKinsey, for example, has worked on over 60 
contracts for the U.S. military and law enforcement over a dozen years in areas including weapons 
systems, the Defense Department’s IT network, shipyard modernization, technology for military services, 
FBI intelligence gathering, and other projects – some of which require a security clearance.25 Since 2008, 
it made more than $850 million in contracts with the U.S. federal government. But it has simultaneously 
conducted work for PRC state-owned enterprises and private companies, and according to one McKinsey 
website, for the PRC government as well.26 McKinsey has indicated it does not “serve clients on issues 
related to defense, intelligence, justice, or police issues” in the PRC, but a McKinsey-affiliated group 
reportedly advised the PRC government on its Made in China 2025 industrial policy plan, advocated for 
civil-military integration, and recommended the PRC push foreign companies out and indigenize their 
roles in the PRC economy – proposals that harmed U.S. interests. These proposals were evidently directly 
presented to former Premier Li Kiqiang.27 It is possible that expertise gained from working with U.S. 
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industry and the U.S. government could have informed work on a PRC plan that, at its core, seeks “catch 
up and surpass” the United States in technology. It is not in the national security interests of the United 
States for companies providing support to U.S. industry to support the PRC’s industrial policy efforts to 
the outcompete the United States, nor is it in the interests of their U.S. clients.   
 
McKinsey is not the only U.S. consulting firm that has served both the U.S. and PRC governments. Bain 
and Boston Consulting Group also have operations in China. These firms may have protections in place to 
ensure sensitive U.S. data could not be transferred by the PRC, but it is unclear how sufficient those 
protections are given the PRC’s ability to compromise the data of U.S. companies operating in the PRC and 
demand compliance from PRC entities and individuals to share that data. Similarly, even if these firms 
have extensive internal firewalls to ensure special knowledge about U.S. government or corporate 
strategies would not inadvertently or deliberately be transferred to projects in China, it is unclear 
whether these are sufficient given the increasingly challenging regulatory environment in the PRC.  
 
The fact that U.S. consulting firms conducting sensitive work for the U.S. government were not previously 
required to disclose to the U.S. government that they had projects with the PRC creates a serious national 
security risk. The compliance requirements for consulting firms imposed by the federal government are, 
in other words, even lower than those for U.S. military personnel or civil servants holding security 
clearance who would certainly be required to disclose work done for the PRC or other foreign actors.  
 
Moreover, PRC law complicates any compliance with a U.S. subpoena or request for information on their 
business in the PRC, effectively allowing a foreign power to dictate the terms of U.S. oversight of the 
relationship between these companies and a foreign power – an untenable position. Together, this 
suggests the need for a different approach to regulating those companies that have the privilege of 
providing services to the U.S. government.  
 
III. The Tech Industry – Software, Cloud, and Networks 
 
The conflicts faced by U.S. consulting firms are serious, but those faced by some U.S. technology 
companies who serve both the U.S. government and the Chinese market are potentially far more 
consequential. The risks involve not only the transfer of sensitive data but also the compromise of 
platforms upon which the U.S. government relies, as well as risks to critical infrastructure.  
 
Risks to United States Platforms and Critical Infrastructure 
 
With respect to platforms, for example, the communications of the U.S. government have repeatedly been 
compromised by PRC cyber actors. Most recently, the PRC targeted Microsoft Exchange Online, which 
allowed it to compromise 60,000 State Department emails and the account of U.S. Commerce Secretary 
Gina Raimondo, U.S. Ambassador to China Nicholas Burns, and others. It is still unknown how the PRC 
was able to do this, and the incursion was first detected by the State Department and not industry. 
 
In addition to these risks, government officials and private sector leaders have increasingly called 
attention to PRC activity in U.S. critical infrastructure that could pose a direct threat to homeland 
security. Earlier this year, CISA, NSA, FBI, and Five Eyes partners assessed that, “that People’s Republic of 
China (PRC) state-sponsored cyber actors are seeking to pre-position themselves on IT networks for 
disruptive or destructive cyberattacks against U.S. critical infrastructure in the event of a major crisis or 
conflict with the United States,” and that a PRC group called “Volt Typhoon” had comprised infrastructure 
providers in several sectors.28 At the Munich Security Conference a few weeks later, Deputy National 
Security Adviser Anne Neuberger explained further that, “For a long time when we all in the industry 
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talked about cyber security our key focus was theft of data...what has shifted as captured in the Volt 
Typhoon threat vector is countries pre-positioning in the critical infrastructure of another country.” 
Neuberger explained that “we know it is not for espionage purposes, because when we look at the sectors 
like water sectors and civilian airport sectors, those have very little intelligence value.” She continued, 
“That is a concern because a potential disruption of critical infrastructure could be used to put pressure 
on a government during a crisis or could be used to put pressure or try to message to a population during 
a crisis.29 As Jen Easterly said to the Select Committee on the CCP, the PRC is ready to “launch destructive 
cyber-attacks in the event of a major crisis or conflict with the United States,” including “the disruption of 
our gas pipelines; the pollution of our water facilities; the severing of our telecommunications; the 
crippling of our transportation systems.” These steps would be designed to “to incite chaos and panic 
across our country and deter our ability to marshal military might and citizen will.”30  
 
The private sector is aware of the problem. As Microsoft CEO Brad Smith explained, “we’ve seen from 
China in particular this prepositioning of so-called web shells. Think of it as tunnels into our water 
system, our electrical grid, into the air traffic control system, the kind of thing that you look at and you 
say, this is only useful for one thing and…they have it in place in the event of a war or hostilities.”31 In an 
annual report last year, Microsoft noted it had been tracking some of the relevant threat actors focused 
on U.S. critical infrastructure for several years. 
 
As Congress develops more advanced conflict of interest guidelines, it may be worth considering the risks 
posed by U.S. technology companies that do business in the PRC. Companies that support the U.S. 
government or critical infrastructure in the United States might, through operations in the PRC, 
inadvertently create vulnerabilities for their operations in the United States that would affect national 
security, especially as Beijing puts more pressure on these companies.  
 
Conflicts of Interest in The Technology Sector 
 
First, several U.S. technology companies that serve the U.S. government have provided the PRC 
government the source code of the systems that the U.S. government and most Americans rely on. In 
2003, Microsoft allowed China to participate in its Government Security Program which it indicated 
“provides national governments with controlled access to Microsoft Windows source code.”32 More 
recently, in 2016, Microsoft launched a “Transparency Center” in China to provide “access to documents 
and source code” for “Windows, Windows Server, Office, Exchange Server, SQL Server, and SharePoint 
Server,” services upon which the U.S. government also depends.33 Similarly, in 2015 IBM decided to allow 
the Chinese government review its source code in a controlled environment.34 Even when companies do 
not voluntarily provide such information, they could conceivably be compelled to provide it not as a 
condition of market access but as part of a regulatory action. For example, the PRC’s “cybersecurity 
review,” which was directed against Micron in 2023 in retaliation for U.S. semiconductor export controls, 
lack due process and can be used to demand sensitive information and to levy heavy penalties.35 Notably, 
in this more challenging regulatory environment, both Microsoft and IBM have reduced operations in 
China. In August 2024, IBM reportedly closed its operations in China, including its China Development 
Lab and China Systems Lab, in favor of labs in other countries, including India.36 Similarly, in May 2024, 
Microsoft asked several hundred employees in China to relocate to other countries as it reduced cloud-
computing and AI research.37 
 
Second, U.S. cloud service providers that support the U.S. government and that operate in the PRC almost 
certainly face conflicts given the PRC’s regulatory environment. As detailed previously, over the last 
seven years, the PRC has introduced a National Intelligence Law, Counterespionage Law, Encryption Law, 
Data Security Law, and updates to its definition of state secrets. This regime gives the PRC the ability to 
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demand PRC entities and individuals comply with requests from the intelligence services, provide access 
to encryption keys, insert personnel on site, or outright seize equipment and data. In that regime, the fact 
that U.S. cloud operators in China are required by the Chinese government to partner with a Chinese 
operator is concerning. Microsoft, for example, partners with 21 Vianet, to operate Microsoft’s cloud 
services in China, including Azure; Amazon partners with Beijing Sinnet Technology Co., Ltd. (Sinnet) and 
Amazon Web Services Ningxia Region run by Ningxia Western Cloud Data Technology, Co., Ltd. (NWCD). 
Others, like Google and Oracle, do not offer services in mainland China.38 For those that do, the concern is 
whether their systems in China are adequately firewalled from systems in the United States, or whether 
compromise of cloud infrastructure in China could be used to compromise U.S. systems. Even with such 
firewalls, it is conceivable that PRC operating partners could gain important insights into how their U.S. 
partners provide cloud services to clients in the United States, such as important information about 
network topology and architecture. More fundamentally, the fact that PRC operators may be operating a 
PRC cloud with encryption keys provided to the PRC government all under a regime that gives broad 
authority to PRC intelligence services to embed themselves in the operator suggests data stored in U.S. 
cloud systems in the PRC is not secure. The idea that the PRC would exploit access to cloud services to 
gain access to those who use them is not farfetched. PRC Ministry of State Security cyber actors are 
known to have hacked into technology service providers, gaining access to their clients, which included 
5G provider Ericsson and U.S. defense company Huntington Ingalls, among others.39 Foreign 
governments have also noted that, in overseas markets, PRC cyber threat actors have sought to 
compromise cloud service providers. Accordingly, it stands to reason they would do so within China as 
well.40 
 
There are reasons to believe the PRC is focused on gaining advantages from these kinds of entanglements 
in China. For example, technology companies supporting the U.S. government may be forced to cooperate 
with China’s cybersecurity legislation by providing information on zero-day exploits that the PRC 
government appears to be promptly weaponizing. Microsoft has publicly accused the PRC of using the 
country’s new vulnerability disclosure requirements to stockpile zero-day exploits. “China’s vulnerability 
reporting regulation went into effect September 2021,” it wrote in a 2022 report, “marking a first in the 
world for a government to require the reporting of vulnerabilities into a government authority for review 
prior to the vulnerability being shared with the product or service owner.” Based on the data, Microsoft 
concludes that, “the increased use of zero days over the last year from China-based actors likely reflects 
the first full year of China’s vulnerability disclosure requirements for the Chinese security community 
and a major step in the use of zero-day exploits as a state priority.”41 
 
Asymmetric Advantages for the PRC  
 
What is particularly concerning is the possibility that the PRC may be learning more about systems on 
which the U.S. relies while reducing its own reliance on U.S. systems. Conversely, the United States may 
not be able to gain comparable information about PRC systems. Over time, this creates a structural 
asymmetric vulnerability. This is not a purely academic consideration. In 2016, President Xi stressed the 
country’s information technology systems needed to be “controllable,” with PRC agencies determining 
foreign software could not meet these standards.42 This year, the Wall Street Journal reported that the 
PRC issued a guidance – “Document 79” – requiring state-owned enterprises in strategic sectors to 
replace all foreign IT software by 2027, colloquially known in China as “Delete A” where “A” refers to 
America.43 Meanwhile, the PRC seeks to spread its own services around the world. 
 
The PRC is well underway towards reliance on “controllable” systems. For example, even as Microsoft 
was increasing PRC visibility into its products, the PRC was reducing its reliance on Microsoft products 
and forcing public service providers and others to switch to the indigenous PRC HarmonyOS system. 



10 
 

During the recent outage related to a Crowdstrike update, PRC public services – in contrast to U.S. 
services – experienced a “minimal impact.” PRC government employees boasted that this “proved that the 
country has made progress in achieving its goal of ‘safe and controllable’ computing systems.”44 
Accordingly, there are risks that the information shared with the PRC about U.S. technology systems 
could create asymmetric vulnerabilities. Similarly, although U.S. cloud providers do have some market 
share in the PRC, that share is small compared to Chinese cloud providers who have successfully 
increased their market share. Three PRC companies, for example, have 80% market share within the PRC. 
As with consulting, the benefits from involvement in the PRC marketplace are likely falling while the risks 
are growing. As Microsoft CEO Brad Smith noted in recent testimony, the PRC accounts for about 1.5% of 
Microsoft’s revenue and the company is scaling down its engineering team in the PRC too. At the same 
time, the PRC is backing its own cloud providers in foreign markets, and the opportunity for U.S. 
providers in the market is shrinking while the risks continue to grow.45 
 
More broadly, in cloud, the PRC’s lead cloud operators - Alibaba, Baidu, and Tencent - all operate in the 
United States in an environment that is far more permissive than one available to U.S. cloud companies in 
China. None of these companies, for example, are forced to have a local joint venture partner. 
Accordingly, the United States has no direct visibility into their networks, topology, or encryption even 
though the Trump and Biden Administrations have expressed concerns about the security risks posed by 
PRC cloud companies operating in the United States, including access to data, among other 
considerations.46 The fact that the regulatory environment for technology companies in the United States 
and the PRC is fundamentally not reciprocal provides advantages to the PRC.  
 
IV. Recommendations that Build on Provisions Already Included in the Time to Choose Act 
 
U.S. companies face an unenviable position in the PRC. Prudent regulatory action from Congress could 
help these companies better withstand PRC pressure. Rather than refuse to comply with PRC requests 
independently, they could – with these steps – instead point to the U.S. government as the reason for their 
non-compliance, possibly buying them some space with the PRC. In some cases where this approach is 
not viable, certain U.S. companies may indeed have to choose work with the U.S. government over 
considerably less lucrative and diminishing opportunity in the PRC market. These provisions below 
would not affect the vast majority of companies operating in the PRC, but they would affect those upon 
which the United States government depends.  
 

• Congress could consider legislation that prohibits, or at a minimum requires disclosure of, 
Chinese Communist Party cells within foreign companies or their subsidiaries. Congress 
could apply this standard to companies listed on public exchanges, as some proposed legislation 
does. This Committee could consider prohibiting cells in companies contracting with the federal 
government. A blanket prohibition would allow companies to blame Washington – rather than 
their own decision-making – for refusing PRC pressure to establish such cells.  

 
• Congress could consider legislation that prohibits U.S. companies and their subsidiaries 

from complying with PRC national security laws. The PRC’s recent national security laws – 
especially the Counterespionage Law, National Intelligence Law, Cybersecurity Law, Encryption 
Law, and Data Security Law – create a regime that forces companies to take action contrary to 
their interests and those of their clients, including the U.S. government. Taken together, these laws 
give the PRC the ability to demand PRC entities and individuals comply with requests from the 
intelligence services, provide access to encryption keys, insert personnel on site, or outright seize 
equipment and data. This Committee could prohibit compliance with certain features of PRC 
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legislation for those companies contracting with the federal government. In the present, 
companies effectively have no excuse not to comply, which only facilitates greater PRC pressure. 

 
• Congress could consider prohibiting companies that contract with the federal government, 

especially technology companies, from entering arrangements with PRC entities that could 
plausibly threaten U.S. national security. Companies that provide software or cloud services for 
the U.S. government, for example, could be prohibited from sharing source code with the PRC 
government or nominally private sector PRC companies. For companies providing cloud services 
to the U.S. government, a minimum requirement could be disclosure of any arrangements with the 
PRC and PRC entities, especially if these could conceivably compromise the security of the service 
provided to the U.S. government. This could be written to specify operation of PRC cloud 
infrastructure by PRC entities, the provision of encryption keys to PRC regulators, or other such 
items. In addition to require notification, Congress could also presumptively prohibit such activity 
at risk of losing U.S. government contracts. 
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